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USER INTERFACE APPARATUS 

The present invention relates to user interface apparatus and in particular 
to user interface apparatus comprising electronic user interface means and 
storage means which is interfaceable with said electronic user interface 
5 means. 

SUMMARY OF THE INVENTION 

According to a first aspect of the invention there is provided apparatus 
comprising electronic user interface means and storage means, the 
electronic user interface means being operative to convey information to a 

10 user, the user interface means comprising a network connection and the 
information being derived from a resource which is accessible through the 
network connection, the storage means being portable and interfaceable 
with said user interface means and the arrangement being such that in use 
whilst the storage means is interfaced with the user interface means the 

1 5 storage means stores a reference to the resource so that the user may access 
that resource at a subsequent time. 

The term 'electronic user interface means' is used herein to mean any 
electronic means which is capable of conveying information to a user by 
way of any particular medium, thus such means may convey information to 
20 a user by way of text, sound, graphics, animation or video for example. 

The storage means may interface with the electronic user interface by 
means of electrical contact, capacitive, inductive, radio, optical, magnetic 
or acoustic coupling for example. 

Preferably the storage means stores a reference to part of the resource so 
25 that the user may return to that part of the resource at a subsequent time. 
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Preferably the storage means stores a reference which allows the user to 
continue access to the resource from that part of the resource which he last 
accessed at a previous time. 

The apparatus may advantageously be configured to accept data input 
5 through the user interface means, transmit the input via the network 
connection to a data storage provider and store a reference on the storage 
means which enables the stored data input to be located. 

The storage means preferably stores a reference to an Internet resource. 

The apparatus may be configured such that when the storage means is 
10 interfaced with the electronic user interface means the resource to which a 
stored reference on the storage means corresponds is automatically 
accessed. 

The storage means may store data relating to a parameter of the format of 
the information conveyed to the user. 

15 The storage means may comprise authentication means which is required 
to be verified before access to a resource is granted. 

According to a second aspect of the invention there is provided portable 
storage means which stores a reference to a resource, the storage means 
being interfaceable with electronic user interface means, the storage means 
20 comprising a reference to a resource which is accessible through a network 
connection provided by the user interface means and the storage means 
comprising authentication means, and the arrangement being such that in 
use a user may access the resource via the user interface provided the 
authentication means has been validated. 

25 Preferably the authentication means comprises a digital certificate. 
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The storage means preferably comprises a reference for an Internet 
resource. 

BRIEF DESCRIPTION OF THE DRAWING 

The invention will now be further described, by way of example only, with 
5 reference to the accompanying drawing in which: 

Figure 1 shows a schematic drawing of an electronic user interface 
device and a storage device in accordance with the invention. 

DESCRIPTION OF PREFERRED EMBODIMENT 

With reference to Figure 1 there is shown apparatus 1 comprising an 
10 electronic user interface device 2 and a storage device 3, the storage device 
3 being interfaceable with the electronic user interface device 2. 

The user interface device 2 comprises two hinged screens 9 and 1 1 and a 
slot 7 and microprocessing circuitry (not shown). The device 2 further 
comprises a network connection (not shown) which allows the device to 
15 connect to a network, for example the Internet. 

The storage device 3 is readily portable, of elongate form, and comprises a 
memory portion 5 a which comprises ROM and RAM which is integral with 
a body portion 5b. 

In use the apparatus operates as follows. The storage device 3 is inserted 
20 into the port 7 of the user interface device. On doing so electrical contacts 
on the storage device 3 (not shown) come into register with electrical 
contacts (not shown) provided inside the port 7. 
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The ROM of the storage device 3 comprises a reference to a resource 
which is accessible via the user interface device 2. For example the 
reference may be a Uniform Resource Locator (URL) for the text of a 
piece of literature. In that example, on insertion of the storage device 3 
5 the URL is automatically accessed and the user can view the text of that 
particular piece of literature on either or both of the screens 9 and 1 1 . The 
user can thus read the text at his leisure by scrolling viewable text. 

In the situation that the user wishes to discontinue viewing the text until a 
later time, he informs the user interface device 2 that he wishes to do this, 

10 for example using a stylus 13 to touch the appropriate region on one of the 
screens. On doing this the reference of that part of the text where he 
discontinued reading is stored in the memory portion 5a of the storage 
device 3. Thus when the user desires to continue reading the text at a 
subsequent time, insertion of the storage device into the user interface 

15 device 2 will allow him to continue from where he finished. 

The inventive apparatus 1 could be configured to allow the user to store 
any references in the subject matter being accessed which are deemed to be 
of importance and not only that part of the resource which was last 
accessed. 

20 The inventive apparatus 1 may be configured to transmit data inputted 
through the user interface device to a remote data storage provider (not 
shown) and to store a reference on the storage device which enables the 
stored data input to be located. For example a user may enter data, such as 
text and graphics, into the user interface device 2. The device 2 is then 

25 operative to transmit the inputted data via the network connection to the 
data storage provider which is remote of the device 2 and also to write to 
the storage device 3 with the reference of the location of the data storage 
provider. Where the data storage provider is a server accessible via the 
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Internet the user interface device 2 is operative to write the respective URL 
on the storage device 3. This configuration is particularly advantageous in 
that it potentially allows a user access to his data from any suitable user 
interface device. In particular the user does not have the inconvenience of 
5 having to carry a device storing his data with him but rather need only 
carry his data storage device 3, which is compact and lightweight. In such 
an arrangement the device 3 could be provided with stored digital 
authentication means (as described below), such as digital certificate and 
user of the device may further require the user to enter a password or PIN 
10 before access to the data storage provider was granted. 

A microprocessor could be incorporated into the storage device 3 such that 
proprietary media resources accessible through the Internet, for example, 
could be purchased. A user may wish to listen to a particular piece of 
music using a suitable user interface. The user would purchase a storage 

15 device which incorporates a microprocessor and the URL of the music file 
on the Internet. Using a known challenge/response procedure between the 
resource provider and the storage device would take place in order to 
authenticate the storage device before access to the resource was 
permitted. For such a procedure the storage device would have stored 

20 therein a digital certificate which is signed using a private key of the 
resource provider and the certificate comprising the public key of the 
storage device. The storage device would also be provided with an 
identity label in the form of a serial number. Thus, when the device 3 is 
inserted into the port 7 a request is sent to the resource provider. The 

25 resource provider would then respond by generating a random number 
which is sent to the storage device 3. On receipt of this challenge the 
processor of the storage device signs the identity label and the random 
number using the private key of the storage device to produce a so-called 
digest. The digest and the certificate form the challenge response which is 

30 sent to the resource provider. On receipt of the challenge response the 



6 

public key of the resource provider is applied to the certificate so as to 
extract the public key of the storage device. The resource provider then 
uses the public key of the storage device to decrypt the digest and hence 
the random number and the identity label may be verified. Films and other 
5 media products could also be purchased in this manner. 

Such a storage device would advantageously provide a piece of physical 
property which gives the owner the right to access a particular resource. 

The storage device could be provided solely with a blank RAM and sold as 
such so that the user may store references thereon as and when he so 
10 desires. 

Where the storage device comprises a RAM, the user may store therein 
data relating to the preferred parameters of the format of the information 
conveyed to the user from the user interface. For example the storage 
device may store data so that when text is viewed on a user interface it is 
15 in a preferred font, size and layout. 

It will be appreciated that the invention would equally find utility in 
resources available through an intranet. 



It will also be appreciated that a user interface device of the invention 
20 generally comprises input means, output means, and as such in addition to 
the device 2 comprising a two screen viewer hereinbefore described may 
comprise a portable or desktop personal computer or a public access 
computer terminal. 

It will be further appreciated that the storage device need not necessarily 
25 comprise a body portion 5b and could alternatively, for example, be a 
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conventional smart card, ie a generally oblong-rectangular substrate to 
which there is affixed a portion comprising a microprocessor and a 
memory. 



